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SYSTEM AND METHOD FOR PRE-SEARCHING ERROR MESSAGES 



Technical Field 

[0001] This invention relates generally to message processing. More particularly, 
the invention relates to methods and systems for improving the efficiency of responding 
to customer-generated error messages. 

Background of the Invention 

[0002] Computer software is almost never free of errors. Even after software 
programs have undergone long hours of extensive alpha testing (by the software 
developer) and beta testing (by selected customers), errors and design shortcomings 
may still remain. To respond to customer reports of discovered errors and design 
oversights, many software manufacturers establish dedicated customer service 
facilities. These facilities, sometimes referred to as "help desks" or "call centers," 
receive, catalog and respond to customer reports of errors discovered or perceived to 
exist in delivered software products. 

[0003] Help desks are labor intensive efforts. Knowledgeable support analysts 
typically review error reports as they arrive in order to understand the subject matter 
and the content of the report. Based on that review, the support analyst may then 
search databases containing solutions that were developed to address previously 
reported errors. If a solution is found in one of the databases, the support analyst may 
send that solution to the customer who reported the error. Otherwise, the analysis will 
usually forward the error report to an appropriate engineering group for further study. 

[0004] Most of the time, between 60 and 90 percent of the errors reported by 
customers have been solved before. For these solved errors, no new engineering is 
required. Instead, a support analyst need only locate the appropriate solution and 
send it to the customer. Currently, customer support analysts spend significant 
amounts of time searching solution databases to discover potential solutions to 
reported errors. Efforts to reduce the search time required to locate possible solutions 
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to known errors, as well as to identify those reported errors for which no known solution 
yet exists, will significantly improve customer response times and will lower the costs 
necessary to provide customer support services. 

[0005] Accordingly, there is a need in the art for a system and method for pre- 
searching solution databases based on the content of customer-provided error reports. 

Summary of the Invention 

[0006] Embodiments of the present invention are directed to a system and method 
for pre-searching a solution database to find potential solutions to customer-generated 
error reports. An error report received from a customer is parsed to extract keywords 
pertaining to the subject matter of the reported error. The extracted keywords are then 
arranged into a query, which is submitted to a solutions database. Solutions obtained 
from the solutions database in response to the query are sorted and formatted for 
display to a customer service representative, who can then study the displayed 
solutions to determine how to respond to the customer submitting the error report. 

Brief Description Of The Drawings 

[0007] FIG. 1 is a high-level block diagram of a computer system incorporating a 
method and system for pre-searching customer-generated error reports in accordance 
with an embodiment of the present invention. 

[0008] FIG. 2 is a flow chart illustrating a method for pre-searching a solution 
database to find potential solutions to a customer-generated error report, according to 
an embodiment of the present invention. 

Detailed Description 

[0009] Embodiments of the present invention will be described with reference to 
the accompanying drawings, wherein like parts are designated by like reference 
numerals throughout, and wherein the leftmost digit of each reference number refers to 
the drawing number of the figure in which the referenced part first appears. 

[0010] FIG. 1 is a high-level block diagram of a computer system incorporating a 
method and system for pre-searching customer-generated error reports in accordance 
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with an embodiment of the present invention. As shown in FIG. 1, customer service 
workstation 110 may be a computer having a processor and a memory configured to 
enable a customer support analyst to receive and respond to customer-generated error 
reports. To assist the customer support analyst, customer service workstation 110 
may include customer service application 120, which receives customer error reports, 
searches for potential solutions that match keywords extracted from the error reports, 
and displays the potential solutions on customer service workstation 1 10 for review by 
the support analyst. According to an embodiment, customer service application 120 
communicates with network interface 130 to receive error reports from customer 
computers via network 160. Network interface 130 may include specific software 
methods and objects that enforce a desired error reporting protocol. Additionally, 
customer service application 120 interacts with solution repository 150 via solution 
interface 140. Solution repository 150 is a database of known and/or developed 
solutions corresponding to previously reported errors. Solution repository 150 may 
also contain reports of errors for which no solution has yet been developed or 
discovered. Solution interface 140 may comprise a traditional database management 
system interface using, for example SQL as a means of interacting with solution 
repository 150. Alternatively, solution interface 140 may comprise a library of 
customized knowledge mining modules capable of interacting with solution repository 
150 using information mining methods known in the art. 

[0011] FIG. 2 is a flow chart illustrating a method 200 for pre-searching a solution 
database to find potential solutions to a customer-generated error report, according to 
an embodiment of the present invention. Method 200 initially receives an error report 
from a customer (210). Error reports may comprise nothing more than text messages 
describing a particular problem observed by a customer. On the other hand, error 
reports may be structured data messages containing a variety of well-defined fields. 
For example, according to an embodiment, an error report may contain software 
component attribute fields, a summary field, a separate text field, sender information, 
priority information, and other administrative information. Software component 
attributes may identify the specific software module(s) thought by the customer to be 
malfunctioning. Additionally, software component attributes may identify information 
about the operating system on which a malfunctioning software module may have been 
installed, as well as other related software product information, such as database 
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management system(s) being used, version update information, software module 
release information, and third-party software information. 

[0012] An error report may include a summary field, which may provide a short 
keyword-rich description of the reported error. For example, if an error report relates to 
a customer's suspicion that Macaulay Duration is not being calculated correctly (a 
Macaulay Duration is the weighted-average term-to-maturity value of a bond's cash 
flows, where the weighting is based on the present value of each cash flow divided by 
the price), the summary field may simply include the phrase "Macaulay Duration," while 
the general text field may describe details of the observed error. 

[0013] Error reports may also include sender information, priority information, and 
other administrative information. Sender information may correspond to the customer, 
providing company name and contact information. Priority may indicate the importance 
of receiving a solution, as perceived by the customer/sender. Administrative 
information may include such facts as the language in which the error report was 
written and the time the error report was submitted. 

[0014] Continuing to refer to FIG. 2, when an error report has been received (210), 
an embodiment of the present invention may then parse the error report to extract 
important keywords identifying the subject matter of the error (220). To extract 
significant keywords that will enable a search engine to return the most appropriate 
solutions, method 200 may parse keywords from a summary field of the error report. 
Alternatively, method 200 may parse keywords from the general text field. If keywords 
are extracted from the general text field, the keywords may also be filtered to identify 
those keywords most likely to result in a match between the reported error and a 
known solution. 

[0015] Once the appropriate keywords have been extracted from the error report, 
the keywords are used to search one or more databases of solutions (230). A 
database query may be constructed in which the appropriate tables in a database of 
known solutions are searched to discover those entries which match the supplied 
keywords. When those matching records are returned from the solutions database(s), 
the received solutions may be formatted and displayed for review, analysis and 
selection by a customer support analyst (240). 
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[0016] An error solutions database may be constructed according to a variety of 
methods known in the art. For example, solutions may be stored in a database as 
records containing free-form text. Alternatively, solutions may be stored in a more 
structured manner, according to various fields that may correspond to the different 
categories of information, as well as different software component attributes. 
According to one embodiment, the solutions database may comprise two tables for 
describing solutions to a reported error. One table may contain messages 
corresponding to the various keywords that may be used to describe an error. Another 
table may be restricted to notes describing the manner in which a solution to the error 
may be installed and/or implemented. An embodiment of the present invention may 
use the extracted keywords to search one or more tables in a solutions database. 

[0017] When solutions are formatted and displayed for review by a customer 
support analyst, an embodiment of the present invention may sort the solutions 
according to an identified sort preference. The sort preference may be set to a default 
value, may be set by the customer support analyst, or may be responsive to the type of 
error received and/or the solutions being displayed. For example, one sort preference 
may sort solutions according to the number of different search keywords found in each 
solution returned from the solutions database(s). Another sort preference may sort 
solutions according to the number of times the search keywords appear in each 
returned solution. Yet another sort preference may sort solutions according a 
popularity value; that is, the number of times each returned solution has been returned 
as a possible solution to other previously identified errors. 

[0018] When sorted solutions are displayed for review, an embodiment may 
partition the displayed information according to the structure of the database tables 
from which the information was retrieved (240). Thus, a display of potential solutions 
may comprise many rows of potential solutions, where each row includes several 
different columns corresponding to different categories of information. One category 
may be the solution notes derived from the notes table in the solutions database(s). 
Another displayed category may include the software components relevant to each 
solution. Yet another category may include software component release information or 
solution popularity and sort statistics. 
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[0019] Several embodiments of the present invention are specifically illustrated and 
described herein. However, it will be appreciated that modifications and variations of 
the present invention are covered by the above teachings and within the purview of the 
appended claims without departing from the spirit and intended scope of the invention. 
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